Timbuctoo City Council Counter Disaster Plan 

Version 2, 1 December 2005 




Review date: 1 May 2006
<Note: This is a sample disaster plan for a fictitious Council. NSW public offices are required to develop individual Counter Disaster Plans that address their risks, preventative measures and response processes. Advice on developing plans can be obtained from State Records.>
PRIMARY CONTACT IN THE EVENT OF A DISASTER: 

Julia French, Manager Corporate Services

Ph: 9876 3214 (W) or 0403 986 574 (M) or 8765 5436 (H)

( Further contacts at Section 4.1, p.7)

Authorisation

This plan has the endorsement of the General Manager of Timbuctoo City Council. All relevant staff are requested to familiarise themselves with its contents and, in the event of a disaster affecting the records of Council, follow the procedures contained within it.

Signed:
__________________________________________ (General Manager)

Date:

______________________

Distribution

Staff that are required read and become familiar with the contents of this plan:

· IT Manager

· Corporate Services Manager

· Records Manager

· Records Officer

· General Manager

Confirmation form

I have read and understood this version of the Timbuctoo City Council Counter Disaster Plan for Records. 

Signed:
__________________________________________ 

Position:
__________________________________________

Date:

______________________

Note: A copy of this page will be retained by the Corporate Services Manager as part of the record of staff who have read and understood the plan.   
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1
About this plan

1.1
Purpose 

The purpose of this plan is to: 
· document the main risks to Council’s records  

· outline measures and responsibilities required to mitigate risks or minimise the impact of potential disasters

· allow Council staff to respond quickly and appropriately to recover records after a disaster

· ensure the Council’s most valuable records are prioritised for recovery in the event of a disaster

· ensure that the best use is made of Council and external resources in disaster preparedness and recovery activities.

1.2
Confidentiality

This plan is only available to the Disaster Team (positions listed on the cover sheet) and should not be accessed by other employees or persons external to the Council. Other staff members have a condensed and modified version (Records Recovery Plan), without sections 2 and 3 as it is not relevant to their roles in recovery. 

The Council’s Counter Disaster or Records Recovery Plans should only be accessed by authorised personnel or with the permission of the General Manager. 

1.3
Plan review  

It is Council policy to review the Counter Disaster or Records Recovery Plans every two years. The Corporate Services Manager is responsible for carrying out the review.

1.4
Training and testing
The Corporate Services Manager is responsible for ensuring that all personnel with responsibilities in this plan are made fully aware of those responsibilities and are capable of carrying them out. Regular tests of the plan will be run every six months. The Disaster Team meets once every six months to review their roles and responsibilities.   
1.5
Acknowledgement  

Much of the information in this plan is taken from State Records Guidelines on Counter Disaster Strategies for Records and Recordkeeping Systems, June 2002. This plan has also been developed according to the information in the Australian Standard AS4390-1996 Records Management, Part 6, Storage, Appendix B ‘Contents of a model disaster response plan.’ 

2
Protection of the Council’s records

2.1
Responsibilities for protection measures

	Responsible officer
	Role 

	General Manager
	· Authorises Counter Disaster and Records Recovery Plans 


	Corporate Services Manager
	· Coordinates production of Counter Disaster and Records Recovery Plans

· Disseminates to relevant staff
· Manages the overall implementation of risk assessment and reduction measures for records, including vital records
· Organises training for staff according to their responsibilities 

· Organises testing of the plans 

	Records Manager
	· Drafts Counter Disaster and Records Recovery Plans (in liaison with IT Manager and other relevant staff)
· Undertakes risk assessment and reduction for records, including vital records

	IT Manager
	· Contributes to drafting of Counter Disaster and Records Recovery Plans (in liaison with Records Manager)

· Undertakes risk assessment and reduction for electronic records, including vital records, under supervision of records manager 

	Records Officer
	· Carries out risk assessment and reduction for records, including vital records, under supervision of records manager


2.2
Risk assessment and prevention measures
Council’s Counter Disaster and Records Recovery Plans are based on an understanding of risks to Council property, people assets and records. The following table shows the main risks to all Council records. Risks particular to vital records have been identified in Section 3.
1=Prevention / treatment of these risks attracts the greatest investment of resources

4=Prevention / treatment of these risks attracts the least amount of resources

	
	Risk
	Risk Assessment
	Prevention / treatment measures

	1
	Natural disaster: earthquake, flood, bushfire
	3
	· Ensure all staff understand evacuation procedures

· Copies of vital records (paper and electronic) stored offsite or in a fireproof safe

	2
	Building fault: leaking pipe, faulty sprinkler system   
	1
	· Regular maintenance checks of plumbing and sprinkler system 

	3
	Faulty airconditioning: fluctuations in temperature 
	2
	· Regular airconditioning maintenance checks

	4
	Computer crime: viruses, hackers
	1
	· Firewall in place to protect network

· Routine testing of computer security measures by IT manager

· Regular back up of vital records and storage offline

	5
	Other crime: theft, vandalism, arson 
	2
	· Regular patrol of Council premises by Terminator Security Pty Ltd

· Auditable issue of keys and after hours passes to building

	6
	Human error: accidental deletion, destruction or damage
	3
	· Training for records staff in use of software

· Back up allowing reconstitution of deleted electronic records by IT Manager 


Risks to Council staff, property and records have been assessed on the a standard risk assessment matrix as described in State Records Guidelines on Counter Disaster Strategies for Records and recordkeeping Systems, Section 3.3 Analyse the risks (2001)   

<Note: these risks should be added to and customised for each Council>
3
Priorities for recovery: vital records
Vital records are records, in any format, which contain information essential to the survival of an organisation.  If a vital record is lost, damaged, destroyed or otherwise unavailable, the loss is a disaster, affecting critical operations.  Vital records should be the main priorities for recovery and salvage efforts when a disaster occurs.

3.1
Vital records and protection measures

A list of Timbuctoo City Council’s vital records is provided at section 8, including specific risks and protection measures. 
3.2
Summary of records copied or backed up  

General ledger

Records registry 

Title deeds
Rates records

Conservation records for heritage buildings

< Note: This is a sample list of vital records only. Each public office needs to identify its own set of vital records based on its specific business needs>  

3.3
Off site back up storage location

Timbuctoo City Council’s off site storage location is the Main Street ‘One stop shop’ office.

4
Activating the plan: Response and recovery
4.1 Who to contact and responsibilities for recovery
The contacts below are for the Disaster Team. These are available to staff in the Records Recovery Plan. In the event of a disaster the person locating the problem should call the first person on this list. If there is no answer, the next person should be contacted, and down the list until one person on the Disaster Team is informed. The Disaster Team representative contacted should follow the procedure in 4.2.
	Position
	Role
	Contact details

	Corporate Services Manager
	In charge of disaster recovery processes
In charge of media liaison
Arranges use of cold site if required 
Compiles post disaster report
	9876 3212 (W)
0411 223 465 (M)
9987 4334 (H)

	Records Manager
	Primary contact regarding records in the event of a disaster; back up leader of team in absence of Corporate Services Manager
	9876 3219 (W)
0419 123 456 (M)
9786 1234 (H)

	IT Manager
	Carries out disaster recovery for electronic records, under supervision of records manager
	9876 3218 (W)
0412 955 333 (M)
9776 1245 (H)

	Records Officer
	Carries out disaster recovery activities for records, under supervision of records manager
Documents the disaster
	9876 3214 (W)
0412 976 564 (M)
9455 4322 (H)

	General Manager
	Contacted in the event of a disaster
	9876 3211 (W)
0412 976 564 (M) 
9665 4322 (H)


4.2
Response and recovery steps for Disaster Team
The initial steps of the diaster response and recovery process for the Disaster Team are:

	1.
	The Corporate Services Manager (or Records Manager if the CSM is unavailable) should decide whether it is necessary to notify the fire brigade, police, hazardous material team and others. Evacuation of staff and visitors may be the first priority. Refer to Evacuation Procedures.

	2.
	The Corporate Services Manager then notifies all members of the disaster response team (or delegates this duty to someone reliable).

	3.
	The Corporate Services Manager briefs the response team on the disaster and the necessary response to be undertaken and equipment and supplies are gathered (see sections 4.3 and 4.4).

	4.
	The Corporate Services Manager contacts the Council’s insurers if required (see section 4.6).

	5.
	When it is safe to re-enter the affected areas, team members commence recovery activities (see section 5) using whatever staff and resources that are necessary and available. The list of vital records (see section 8) will indicate priorities for recovery.


4.3
Equipment and supplies

Equipment and materials for use in disaster salvage are in the disaster recovery bin situated in the records compactus area on Level 1. The disaster recovery bin contains:

	Plastic aprons
200 sheets of blotting paper
2 buckets
200 butchers paper
Chux cloths
12 cotton gloves
Disposable camera
Dust masks

Extension cord
Freezer bags
Hand towel
Utility knife
Masking tape
Heavy duty aprons 

Copy of the disaster plan
	100 A4 Manilla folders

Squeeze Mop
Note pad/folder
Paper towel
Plastic cloths pegs
Pencil
Plastic bin liners
Plastic sheeting 2x10m

Post it notes
Power board
Rubber gloves
Scissors
Sponge
Tags/ties
Torch and batteries


4.4
Technical and specialist advice

Technical advice on salvaging and drying materials is provided in Section 5 of this plan.  Where necessary, they should seek expert opinion from conservators and other specialists. A list of contacts for specialised services and advice is included in section 6 of this plan.  

4.5
Disaster headquarters

The disaster recovery operation will be managed from the Corporate Services Manager’s office. If this office is affected or the building is evacuated, the recovery will initially be managed from the evacuation gathering point. 

The Council has an arrangement for a cold site with Lurch Services Pty Ltd, Pacific Drive, Chatanoogah, Ph 8764 3333. In the event that the disaster that prevents re-entry to the building for several days, council operations will be conducted from this site. The Corporate Services Manager will determine the need for use of this site and make the necessary arrangements.
4.6
Insurers

The Council in insured by Told You So Insurance Company, Ph 8762 311. It is the responsibility of the Corporate Services Manager to contact the insurers when required.
5
Records recovery information 

Records should be recovered in accordance with vital records schedules and priorities set for each functional area.  Vital records are listed in section 3 of this plan.
5.1
Paper-based records

There are a number of stabilising and drying methods that can be used in the recovery phase of disaster management.  Below are general tips on stabilising and drying water damaged paper-based materials.  Whichever method is chosen, dried materials should be monitored for potential mould growth.

Recovery methods:

Freezing 

For stabilising and restoring large quantities of records, or records that are already starting to grow mould, freezing is the most effective method.  If there are only small quantities of records then other methods, such as airdrying, should be employed.

Freezing is a useful alternative for some records as:

· it stops the growth of mould and mildew (while the object is still frozen) 

· it may stop bindings from warping, depending on the method of drying 

· it stabilises water soluble materials such as inks and dyes, and 

·  it gives your organisation time to plan for recovery and restore buildings and equipment ready for the material. 

Conservators do not advise the freezing of vellum, photographs, glass plate negatives, electronic media such as diskettes, videos, cassettes or vinyl records.

As soon as the record quantities requiring freezing are decided, companies with appropriate freeze facilities (listed in the counter disaster plan) should be contacted and arrangements made for transport.  

Options for freezing are:

· Blast freeze: commercial blast freezers are ideal as they drop the temperature quickly and have a large capacity 

· Freeze in refrigerated chamber: this could be slow but there are benefits to reducing temperature even before freezing point is reached, or  

· Use a home freezer unit to freeze small quantities quickly:  ensure that it reaches a temperature of –10C and do not open until ready to remove the material (otherwise it will cause a freeze-thaw cycle). 

Once the material is frozen and you have the time and resources to defrost and treat it, you need to look at drying options. 

Freeze drying 

The frozen items are placed in a vacuum chamber, which allows the water to evaporate without melting.  This is of a huge advantage for water sensitive inks as it minimises the risk of them running further.  Likewise it is also good for glossy papers as it prevents them from sticking together.  But if these situations have begun freeze drying will not reverse it.

Vacuum freeze drying is not recommended for photographic materials unless there is no alternative, as their surfaces may be damaged.  Leather and vellum may not survive.  Volumes that are vacuum freeze dried should be acclimatised for at least one month before opening to avoid cracking the bindings, and monitored for mould.

Specialist services for freeze-drying are listed in section 7.2 of this plan. 

Dry air purging or dehumidifying

Dry air purging can be used if records are not soaking.  A building or site is sealed in plastic sheeting and dry air, at least 26ºC and 15% relative humidity, is pumped in using desiccant or refrigeration equipment.  The water vapour is then absorbed in the dry air.  This method is rapid and has the advantage of being in situ, but is only useful when the whole site can be sealed off.

Airdrying

Airdrying can be attempted if it is within two days of the disaster and if material is not soaked.  Otherwise, mould will start to grow, and items that are suitable should be frozen.  Airdrying may result in some distortion of items and should not be used for items with soluble inks.

Airdrying requires a large space with good air circulation and temperatures below 21ºC.  Circulation may be encouraged by positioning fans and opening windows.  If available, dehumidifiers can be used in the drying process to reduce relative humidity (ideally to 25-35%).  Screening material such as window screens can provide an excellent compact drying surface which allows for air circulation (although metal mesh will rust in contact with moisture).

Recovery of specific media types 

Files

· Files should be removed from boxes carefully and laid flat.  Bundles can be interleaved and pressed under a light weight or pages turned regularly, ensuring that the original order is maintained for each bundle.  Cool air can be directed to the pages, but ensure that it is directed upward rather than directly on the pages.  Replace the interleaved sheets when they become wet.  Glossy papers should be fully separated and interleaved or frozen. 

· For saturated files, metal binders should be replaced with plastic tubing or plastic coated wire and pages fanned with some interleaving. 

Volumes

· Closed volumes can be cleaned before drying, by washing off dirt or mud on covers and edges using clean running water and a sponge. 

· Books and volumes which can stand upright can be placed on paper towelling with their covers slightly open and their pages lightly fanned.  A gentle breeze from a fan can assist the drying process.  Do not use heat as it will encourage mould. 

· Priority volumes can be dried by placing plastic sheeting on the floor, standing volumes upright with pages fanned (if their spines will support them), and then forming wind tunnels around them from cardboard or plastic sheeting.  Cool air from fans can then be directed down the tunnels. 

· Interleaving can be used for wet volumes that cannot support their own weight.  Loose sheets of paper towel or blotting paper can be placed at 1 centimetre intervals though the volumes.  Do not allow interleaving materials to exceed a third of the thickness of the volume or the spine will be damaged (the exception is with coated papers where each page must be interleaved).  Replace interleaving materials when wet. 

· If adhesives are sticking to the interleaving sheets, a release material such as nylon gauze should be used as a barrier between them.                      
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Drying bound volumes by standing upright
reproduced with permission of National Archives of Australia
Pamphlets

· Pamphlets and loose pages can be hung on lines or improvised drying racks providing you have enough space and assistance. 
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Hanging small items
reproduced with permission of National Archives of Australia 
Maps and plans

· Maps and plans can be interleaved with blotting paper stacked up to 10 high and pressed dry under glass, Perspex or thick board and weighted evenly. 

Card indexes

· Card indexes should be removed from drawers, stack on sides loosely and supported at each end. 

Photographic prints

If treated rapidly, photographic prints may be air dried.  Photographs can be frozen if necessary but do not freeze dry as it may result in disfiguring marks on the surface of the photograph.  

To air dry:
1. remove photographs from mounts or separate from each other to prevent the emulsion sticking 

2. rinse with cool water if necessary. Do not touch or blot surfaces, and 

3. place emulsion side up on blotters or lint free cloths or hang by placing clips on non-image areas, ensuring there is no overlap. 

If wet, immerse in clean cold water in polyethylene bags.  Send to a processing laboratory within 2-3 days for reprocessing and drying (except historic ones).
Photographic negatives

To air dry:

1.       remove negatives from envelopes 

2.       wash in clean running water, and 

3.       hang to dry or lay flat with emulsion side up. 

Eastman colour film should only be handled by a processing lab.  If there are large quantities of negatives they should be frozen and air dried.

If wet, negatives should be sealed in polyethylene bags and placed in plastic garbage cans under cold, clean running water while the negatives are still wet.  They should be transferred to a laboratory within three days.

Glass plate negatives

Glass plate negatives should NOT be immersed in water.  They should never be frozen or freeze dried.  Air dry them immediately by laying flat onto blotter with the emulsion side up (duller side) or upright in a dish rack. 
5.2
Non-paper materials

If dealing with non-paper media, teams may need to obtain assistance from professionals.  Some general principles are explained below.

Recovery of specific media types:

Magnetic media 

If magnetic media (disks, audio, video) is damaged, teams should never try to make copies of it immediately because it might damage the hardware.  If exposed to heat, an expert can advise of the chances of preserving the information.

Floppy disks and diskettes 

If floppy disks are wet, they should be placed upright in cold distilled water until recovery is possible.  Do not dry or attempt to freeze them.  If full backup copies exist, then damaged media can be destroyed and replaced.  

To salvage disks and diskettes:

1. Remove from water immediately 

2. Remove from jacket 

3. Rinse off dirt with clean distilled water.  Do not soak 

4. Drip dry vertically in a disk drain or rack. 

5. Clean with a soft lintless cloth. move perpendicular to grooves, not in a circular motion.  Do not use hairdryers. 

6. Place cleaned compact disk in clean jackets. 

7. Replace if mould or condensation is present or if there are deep scratches.  Check playability and readability. 

Magnetic tapes 

· DO NOT freeze because the moisture in the tapes will cause permanent damage when frozen.  Do not use magnetised tools/scissors 

· DO NOT use hot or warm air to dry as it will cause the tape to adhere. 

Treatment of magnetic tapes will depend on the extent of water penetration.  The casing usually keeps tapes clean and dry.  If full backup copies exist, then damaged media can be destroyed and replaced.

Wet tape

· Disassemble the case and remove the tape.  

· Rinse dirty tapes, still wound on reels in lukewarm water. 

· Support vertically on blotting paper to air dry. 

· Reassemble and copy. 

Optical media (compact disks etc)

If full backup copies exist, then damaged media can be destroyed and replaced.

1. Remove from water immediately 

2. Remove from jacket 

3. Rinse off dirt with clean distilled water.  Do not soak 

4. Drip dry vertically in a disk drain or rack. 

5. Clean with a soft lintless cloth. move perpendicular to grooves, not in a circular motion.  Do not use hairdryers. 

6. Place cleaned compact disk in clean jackets. 

7. Replace if mould or condensation is present or if there are deep scratches.  Check playability and readability. 

Microforms

If backup copies exist, damaged media can be destroyed and replaced.

Silver halide microfilm should be kept underwater and not allowed to dry out.  It should be sent to a processing laboratory within 72 hours.  Vesicular and diazo film should be separated and air dried:

1. Extract water affected records and dry separately. 

2. Peg aperture cards up for drying. 

3. Unroll microfilms and air dry with the emulsion side up or send to film laboratory. 

4. Rewind film and store in dry containers. 

If microforms cannot be dried immediately, they should be immersed in clean, cold water for no more than 2 to 3 days and taken to a laboratory.  Duplication is recommended where possible.

6
Services and advice 

<Note: Public offices should compile their own list of recovery specialists according to their particular needs and location and update it regularly. Check your local telephone book for more risk management and disaster recovery vendors. Some insurers also have preferred recovery providers.>

6.1
List of contacts

	Contact 
	Specialty/Location 

	[Name, address, contact details of providers]
	[It may be of value to list the types of recovery they will undertake and locations they will go to] 


6.2
Training and publications  

State Records, Standard on Counter Disaster Strategies for Records and Recordkeeping Systems, 2002. Available online at: http://www.records.nsw.gov.au/publicsector/rk/Counter%20Disaster/toc.htm 

State Records, Guidelines on Counter Disaster Strategies for Records and Recordkeeping Systems, 2002. Available online at:     http://www.records.nsw.gov.au/publicsector/rk/guidelines/counterdisaster/toc.htm 

State Records, Recordkeeping in Brief 8: Bibliography on Counter Disaster Management, 2002. Available online at: http://www.records.nsw.gov.au/publicsector/rk/rib/rib%208.htm 

State Records and the State Library of NSW offer a two day VETAB accredited training course in disaster preparedness and recovery, DeDramatising Disasters. Check State Records’ training calendar for details, at: http://www.records.nsw.gov.au/publicsector/training/currentcalendar.htm  

7
For more information 

To discuss any aspect of this plan contact the Corporate Services Manager on X212.
8
List of vital records and protection measures

A list of Timbuctoo City Council’s vital records is provided below, including specific risks and protection measures. 

	
	Vital Records 
	Area responsible and location
	Controlling System
	Why vital?
	Risks
	Protection measures
	Recover if backups are suitable*
	GDA10

	1
	General ledger 
	Finance Department - Level 2 West
	Financial system
	Records expenditure and revenue.  Loss would cause difficulty in meeting audit responsiblities.
	Data corruption

Fire

Fraud

Hackers

Viruses
	Completed back-ups daily

Store Back ups off-site
	No
	12.12.3 – Retain minimum 2 years after audit, then destroy

	2
	Records registry 
	Records Department – Level 2 East
	TRIM / RecFind / Objective / Other
	Control system which allows access to organisation’s records and contains information showing integrity, authenticity and reliability of records. Required as State archives.
	Data Corruption

Fire

Fraud

Viruses

Hackers
	Completed daily back-ups

Store Back ups off-site

File Creation Forms

Virus checkers
	Yes
	16.8.3 – Required as State archives


	3
	Title deeds
	Legal Services Department – Level 2 West
	Paper; registered in records system
	Shows ownership of Council owned properties. Loss would make ownership difficult to prove.
	Loss of deeds
	Photocopy and store offsite

Store in fire proof safe
	Yes
	5.2.5 – Retain until premises disposed of, then transfer to new owner

	4
	Rates books 
	Customer Service Department – Level 1, 1990-present

Records Department – Level 2 East, 1870-1990
	Books; registered in records system

Electronic database 
	Supports rights of rate payers and Council regarding rates collected. Loss would cause difficulty in proving who has paid and may cause financial hardship. Required as State archives.
	Fire 

Fraud

Virus

Hackers
	Microfilm books and store offsite

Back up database nightly and store offsite
	Yes 
	25.9.1 – Required as State archives

	5
	Records regarding maintenance and conservation work on buildings of heritage value 
	Planning Department – Level 2 North
	Paper: registered in records system

Electronic database of plans 

	Important for: ensuring building is maintained according to heritage standards; history of locality. Required as State archives
	Fire 

Fraud

Virus

Hackers
	Photocopy files and store offsite

Store in fire proof safe

Back up database nightly and store offsite
	Yes
	5.5.1 – Required as State archives


*Note: If records are still required under a legal disposal authority and they are damaged to a very severe extent, the Council should contact State Records to discuss if they should be recovered or disposed of and duplicates used in their place. They should NOT be destroyed without permission.

< Note: This is a sample list of vital records only. Each public office needs to identify its own set of vital records based on its specific business needs> 
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